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Scan of http://192.168.1.100:80/

Scan information

Scan details

Starttime 27/10/2009 23:27:45

Finish time 28/10/2009 0:20:51

Scan time 53 minutes, 5 seconds

Profile default

Server information

Responsive True

Server banner Apache/2.0.55 (Unix) PHP/5.1.2

Server OS Unix

Server technologies ASP,ASP.NET,PHP,Perl,mod_ssl,mod_perl,mod_python,OpenSSL,FrontPage,JRun,Ruby

Threat level

Alerts distribution

High

Medium

Low

Informational 1

1

2

8

12Total alerts found

Knowledge base

List of open TCP ports
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IMAP server running

POP3 server running

SSH server running

SMTP server running

Alerts summary
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Apache Mod_Rewrite Off-By-One Buffer Overflow Vulnerability

Affects Variations

1Web Server

PHP HTML Entity Encoder Heap Overflow Vulnerability

Affects Variations

1PHP

PHP version older than 5.2.1

Affects Variations

1PHP

PHP version older than 5.2.3

Affects Variations

1PHP

PHP version older than 5.2.5

Affects Variations

1PHP

PHP version older than 5.2.6

Affects Variations

1PHP

PHP Zend_Hash_Del_Key_Or_Index vulnerability

Affects Variations

1PHP

Proxy accepts CONNECT requests

Affects Variations

1Server

Apache 2.x version older than 2.0.61

Affects Variations

1Web Server

Apache 2.x version older than 2.0.63

Affects Variations

1Web Server

TRACE Method Enabled

Affects Variations

1Web Server

Email address found

Affects Variations

1/index2.php
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Alert details

Apache Mod_Rewrite Off-By-One Buffer Overflow Vulnerability

HighSeverity

ConfigurationType

Version checkReported by module

Impact

Description

Recommendation

Affected items

Details

Web Server

PHP HTML Entity Encoder Heap Overflow Vulnerability

HighSeverity

ConfigurationType

Version checkReported by module

Impact

Description
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Recommendation

Affected items

Details

PHP

PHP version older than 5.2.1

HighSeverity

ConfigurationType

Version checkReported by module

Impact

Description

Recommendation

Affected items

Details

PHP
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PHP version older than 5.2.3

HighSeverity

ConfigurationType

Version checkReported by module

Impact

Description

Recommendation

Affected items

Details

PHP

PHP version older than 5.2.5

HighSeverity

ConfigurationType

Version checkReported by module

Description
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Impact

Recommendation

Affected items

Details

PHP

PHP version older than 5.2.6

HighSeverity

ConfigurationType

Version checkReported by module

Impact

Description

Recommendation

Affected items
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Details

PHP

PHP Zend_Hash_Del_Key_Or_Index vulnerability

HighSeverity

ConfigurationType

Version checkReported by module

Impact

Description

Recommendation

Affected items

Details

PHP

Proxy accepts CONNECT requests

HighSeverity

ConfigurationType

ScriptingReported by module

Impact

Description

Recommendation

Affected items
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Details

Server

Apache 2.x version older than 2.0.61

MediumSeverity

ConfigurationType

Version checkReported by module

Impact

Description

Recommendation

Affected items

Details

Web Server

Apache 2.x version older than 2.0.63

MediumSeverity

ConfigurationType

Version checkReported by module

Description
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Impact

Recommendation

Affected items

Details

Web Server

TRACE Method Enabled

LowSeverity

ValidationType

CGI TesterReported by module

Impact

Description

Recommendation

Affected items

Details

Web Server

TRACE /TRACE_test HTTP/1.0

Accept: */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET CLR 1.1.4322)

Host: 192.168.1.100

Connection: Close

Pragma: no-cache

Acunetix-Product: WVS/5.1 (Acunetix Web Vulnerability Scanner - NORMAL)

Request
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Acunetix-Scanning-agreement: Third Party Scanning PROHIBITED

HTTP/1.1 200 OK

Date: Tue, 27 Oct 2009 06:29:07 GMT

Server: Apache/2.0.55 (Unix) PHP/5.1.2

Connection: close

Content-Type: message/http

Response

Email address found

InformationalSeverity

InformationalType

Text searchReported by module

Impact

Description

Recommendation

Affected items

Details

/index2.php

GET /index2.php HTTP/1.0

Accept: image/gif, image/jpeg, image/pjpeg, image/pjpeg, application/x-shockwave-flash,

application/x-ms-application, application/x-ms-xbap, application/vnd.ms-xpsdocument,

application/xaml+xml, application/vnd.ms-excel, application/vnd.ms-powerpoint,

application/msword, */*

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.0; .NET CLR 1.1.4322)

Host: 192.168.1.100

Referer: http://192.168.1.100/

Accept-Language: es

Connection: keep-alive

Acunetix-Product: WVS/5.1 (Acunetix Web Vulnerability Scanner - NORMAL)

Acunetix-Scanning-agreement: Third Party Scanning PROHIBITED

Acunetix-User-agreement: http://www.acunetix.com/wvs/disc.htm

Request

HTTP/1.1 200 OK

Date: Tue, 27 Oct 2009 06:28:29 GMT

Server: Apache/2.0.55 (Unix) PHP/5.1.2

X-Powered-By: PHP/5.1.2

Content-Length: 2796

Keep-Alive: timeout=15, max=98

Connection: Keep-Alive

Content-Type: text/html

Response
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